Revoria Press PC1120/PC1120S PC-UI

Procedure for Implementing Measures against Vulnerabilities
by Applying Security Updates for April 2024

April. 26, 2024

Microsoft Corporation has announced the information on the vulnerabilities of Windows®. The measures to fix these
vulnerabilities must also be implemented for our products such as Revoria Press PC1120/PC1120S PC-UL.

Please follow the procedure below to fix the vulnerabilities.

OS to be subjected is Windows 10 IoT Enterprise LTSC 2019.

The following procedure is solely intended that a system administrator of the PC-UI fixes the vulnerabilities.
The steps described below must be performed on the PC-UI.



1 Preparation

1.1 Preparing the necessary files

An Internet connection is required before proceeding. Access the following URL and download the updates.

Table 1. Information on the updates

Updates

URL

2022-02 Update

for .NET Framework
3.5 and 4.8 for
Windows 10 Version

https://www.catalog.update.microsoft.com/Search.aspx?q=5011257%20LTSB%20x64

Title name

2022-02 Update for .NET Framework 3.5 and 4.8 for Windows 10 Version 1809 for x64 (KB5011257)

1809 for x64
(KB5011257) * File name
AMDG64_X86_ARM-all-windows10.0-kb5011257-x64-ndp48_7c441c861f85e9a60b9f2c0f58aeb13a0
40e3659.msu
Updates URL

2023-06 Update

for .NET Framework
3.5 and 4.8 for
Windows 10 Version

https://www.catalog.update.microsoft.com/Search.aspx?q=5028581%20LTSB%20x64

Title name

2023-06 Update for .NET Framework 3.5 and 4.8 for Windows 10 Version 1809 for x64 (KB5028581)

1809 for x64
(KB5028581) * File name
windows10.0-kb5028581-x64-ndp48_0a1ce606f12d7803fdc60fa74f9c848e5f101f62.msu
Updates URL

2023-03 Update for
Windows 10 Version

https://www.catalog.update.microsoft.com/Search.aspx?q=5019181%20LTSB%20x64

1809 for x64-based Title name
Systems 2023-03 Update for Windows 10 Version 1809 for x64-based Systems (KB5019181)
(KB5019181) *
File name
windows10.0-kb5019181-x64_01173052877dc5762f73069a958c108afd1125be.msu
Updates URL

2021-08 Servicing https://www.catalog.update.microsoft.com/Search.aspx?9=5005112%20LTSB%20x64
Stack Update for

Windows 10 Version
1809 for x64-based

Title name

2021-08 Servicing Stack Update for Windows 10 Version 1809 for x64-based Systems (KB5005112)

Systems
(KB5005112) * File name
AMD64-all-windows10.0-kb5005112-x64_81d09dc6978520e1a6d44b3b15567667f83eba2c.msu
Updates URL
2022-08 Security https://www.catalog.update.microsoft.com/Search.aspx?q=5012170%20L TSB%20x64%201809
Update for Windows

10 Version 1809 for
x64-based Systems
(KB5012170) *

Title name

2022-08 Security Update for Windows 10 Version 1809 for x64-based Systems (KB5012170)

File name

windows10.0-kb5012170-x64_3d468c9eaeeabd42eba636d5429643c386b0beff.msu




Updates

URL

2024-04 Cumulative
Update for Windows
10 Version 1809 for
x64-based Systems

https://www.catalog.update.microsoft.com/Search.aspx?q=5036896%20LTSB%20x64

Title name

2024-04 Cumulative Update for Windows 10 Version 1809 for x64-based Systems (KB5036896)

(KB5036896)
File name
windows10.0-kb5036896-x64 _57eaad3d6f3738831f3f8c6bdf7a77df618429¢c2.msu
Updates URL

2024-04 Cumulative
Update for .NET
Framework 3.5 and
4.8 for Windows 10
Version 1809 for x64
(KB5036610)

https://www.catalog.update.microsoft.com/Search.aspx?q=5036610%20LTSB%20x64 %25

Title name

2024-04 Cumulative Update for .NET Framework 3.5 and 4.8 for Windows 10 Version 1809 for x64
(KB5036610)

File name

windows10.0-kb5036610-x64-ndp48_0785b869db11132¢c279d2adcae9096ae48ede43d.msu

*Ignore the updates if you have already implemented
"KB5011257”, "KB5028581”, "KB5019181”, "KB5005112”, "KB5012170".




1.2 How to download the updates

1 Open the URL of "Table 1. Information on the updates" by Any web browser.

2 If several updates are shown on Microsoft Update Catalog, download the update with the description of "for
x64-based Systems" or "for x64."

Micros&Updéte Catalog

R

FAQ™| help

k) Search results for "KB4523200"

Updates: 1 - 2 of 2 (page 1 of 1) <5 Previous | Next

Title Products Classification Last Updated | Version | Size
2019-11 Servicing Stack Update for Windows 10 Version 1507 Windows 10 Security

. Download
for xB6-based Systems (KB4523200) LTSB Updates 209 n/a 32 ME
2019-11 Servicing Stack Update for Windows 10 Version 1507  fWindows 10 Security

. Download
for x64-based Systems (KB4523200) LTSB Updates AN Lo 1EME

Micros pdate Catalog

R

FAQ"] help
Search results for "KB4051600"

Updates: 1- 2 of 2 (page 1 of 1) < Previous | Next o

— roducts Classification Last Updated | Version ‘ Size
i;‘l};:n]r ggf?;;;;‘ll‘;gg;mmmrk 4.6.2 en Windows 10 Version indows Updates 11/20/2017 nia 452 ME Pro——
; 507'0(345’51 550) i : D'”dm Updatas 11/30/2017 nfa 239 MB Download
3 Click the file name in blue on Download page.
(& hitps://www.catalog.update.microsoft.com/ - Microsoft Update Catalog - Internet Explo..  — O >

Download

Download Updates

2017-11 Update for .NET Framework 4.6.2 on Windows 10 Version 1507 for x64 (KB4051600)

windows10.0-kb4051600-x64 fafdfal332ac8e633771823119146220d62acdd. msu

4 Click Save > Save as.

windows10.0-kb4051600-x6....msu (43,1 ME) download.windowsupdate.com X

Open | Save [ |T Cancel
Save i
L T ;e-..j(
Comoration, All Binohts Beserved. | povacy | terms of use — =
Save and open




5 Choose the location to download the update, and click Save.

._‘ﬁ Save As
« v A * » ThisPC » Downloads v O Search Downloads yel
Organize = Mew folder == - e
3 Cuiickaciess fx) Name Date nwctlifi\étl Type
[ Desktop » Ne items match your search,
< Downloads

£ Documents #

| Pictures -+

File name:

: | windows10.0-kb4051600-x64_faf3fal332ac8e6337718ae3f19146220d62acdd.msu
Save as type:

Microsoft Update Standalone Package (*.msu)

~ Hide Folders

Save Cancel

6 Download is started.

58% of windows10.0-kb4051600-x64_fafifal...msu downloaded 7 sec remaining

Pause Cancel View downloads

7 When the download is completed, click X.

The windows10.0-kb4051600-x64_faf3fal332acBef337V....msu download has completed

Open = Open folder View downloads

8 Click Close.

9 Atitle with the name from "Table 1. Information on the updates" in the location you chose at step 5. Update
is downloaded to the folder.

10 If there are several updates, continue the procedure to download.




2

Application Procedure

Apply the updates by following the procedure below.

21 Preparation for applying the security updates

(1) Copy the updates downloaded in “1. Preparation” to any folder on the PC-UI.

(2) Turn off the power of the PC-UI and disconnect the network cable.
Note: Metal parts are exposed on the back of the PC-UI's main body.
When disconnecting the network cable, take extra care not to get injured by these parts.
Alternatively, you can disconnect the network cable on the hub side if it is easier.

(3) Turn on the PC-UI.

2.2 How to apply the security updates

(1) Double-click on a security update file.
Note: Before applying the security updates, terminate all the running applications.

(2) In Windows Update Standalone Installer, click Yes.

Windows Update Standalone Installer

o Windows Update Standalone Installer

Do you want to install the following Windows software
update?

Security Update for Windows (KB I

| ves || Mo

(3) Installation of the updates will now begin.

% Download and Install Updates X

[Zﬁ} The updates are being installed

Installation status:

Initializing installation... done!
Installing Security Update for Windows (KE4053579) (update 1of 1)... |

Installing:

Cancel




(4) When the installation is complete, click Close to complete the setup.

& Downlead and Install Updates »

Izi Installation complete
‘You must restart your computer for the updates to take effect.

Note: You can reboot the computer every time a security update is applied.

2.3 Applying the updates

Apply the security updates one by one following the instruction of “2.2 How to apply the security updates.”
After applying all the security updates, click Start Menu > Shut down and reboot the PC-UI.

Now the procedure is complete.



2.4 Confirming the security updates applied

Follow the procedure below to confirm if the updates have been successfully applied.

(1) Open Start > Settings > Control Panel > Programs
(2) Click View installed updates.

(3) Confirm that the security updates applied are displayed on the list.

@ Installed Updates - u} X
&« ~ 4 @ » ControlPanel » Programs » Programs and Features > Installed Updates v|®| | Search Installed Updates @
Control Panel H i
Sl Uninstall an update
Uninstall a pregram To uninstall an update, select it from the list and then click Uninstall or Change.
& Turn Windows features on or
o Organize = = @
Name Program Version Publisher Installed On
Adebe Reader XI (11.0.23) - Japanese (1) v
Microsoft Visual C++ 2010 x54 Redistributable - 10.0.40219 (1) v
Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 (1) v
Microsoft Windows (5) “
[l Security Update for Microsoft Windows (KB4053579)  Microsaft Windows Microsoft Corporation
[ Update for Microsoft Windows (KB3199986) Microsoft Windows Microsoft Corporation 172072017
[ Update for Microsoft Windows (KB4013418) Microsoft Windows Microsoft Corporation 311572017
[l Security Update for Adobe Flash Player Microsoft Windows Microsoft Corporation 3/16/2017
[l Security Update for Microsoft Windows (KB4013429)  Microsaft Windows Microsoft Corporation 4/16/2018

Currently installed updlates
P ¥)  2updatesinstalled

2.5 Completion

(1) Turn off the power of the PC-UI and reconnect the network cable.

(2) Turn on the power of the PC-UL.

3 Remarks
Check the following URL for the latest security information.

Microsoft security information

https://www.microsoft.com/en-us/security/

If you have any inquiry, please feel free to contact us.
* Our telephone number is on the label or card attached to the machine.

* Let us know the "machine type" and "machine number" written on the label or card when contacting us.



